Position:

Audit Manager, Technology Infrastructure Audit 

Business Unit Description: 
The Governance and Control Group comprises the Compliance, Internal Audit and Control Division functions within CIBC. Collectively, these groups are responsible for compliance with regulatory requirements, evaluating and improving risk management and governance processes, and assessing Internal Controls across the CIBC group of companies. 

Relevant Job Criteria: 
There is one full time position available. 

Travel : 8% 

Job Overview: 
Purpose of the Position: 

Provide leadership, insight and proactive control advice to management and stakeholders on existing weaknesses in controls and emerging threats to the bank by participating in the planning and execution of Technology Infrastructure audits. 

Key Accountabilities/Activities: 

• Maintain and enhance professional relationships with clients, stakeholders. 
• Either act as an individual contributor on audits or as the Auditor In Charge (AIC), managing the planning, execution and reporting of Technology Infrastructure Audit engagements. This includes client relationship responsibilities. 

Major Activities: 

• Adhere to the Internal Audit Methodology. 
• Participate or manage the audit execution of technology infrastructure related audits within the portfolio and NIAP’s. Ensure the audit engagements maintain thorough and high quality results within defined audit plans and budgets. Provide leading edge audit services, and ensure identification of emerging risks and issues to various lines of businesses. 
• Where acting as an AIC, manage audit teams to deliver quality audit reports to IA Executives within the defined time period. Review and finalize audit reports prior to signoff by IACS Executives such that management fully understands the nature and extent of the risks and control gaps and is supportive of the need for action plans. Raise or escalate difficult issues appropriately that need to be addressed by higher-level management. 
• Follow-up on audit deficiencies for timely completion of the management’s action plans. Maintain partnership with clients to ensure that all audit issues are resolved within the defined target dates. 
• Maintain professional and effective client relationships by promoting mutual understandings of expectations, audit process, risks, controls, issues and trust. Communicate effectively to people at all levels of the organization. 
• Provide practical and cost-effective advice to management on designing, implementing and enhancing internal controls within the technology areas of CIBC. Collaborate with audit team members to deliver the same high quality advice. 
• Act as a resident auditing expert in the technology infrastructure areas in CIBC and provide high quality advice to Business/Unit Leaders in CIBC. 
• Assist audit teams to meet the requirements from external auditors and regulators in Canada and other countries. 
• Keep abreast of current developments and emerging issues and risks both within CIBC and the information technology industry, and apply gained knowledge to audit practices. 
• Assist audit teams in achieving the management’s goal of compliance with Bank policies, standards, procedures, and various regulations and legislation. 

Requirements: 
Successful candidate must be an experienced individual with strong technical and hands-on knowledge in technology infrastructure, information security, software development lifecycle, Bank business processes, application systems and risk management practices and framework. Particularly, the incumbent must have strong working experience and knowledge in most of the following: 

• Technology audit or Information Security management: A recognized professional designation (e.g., CISA, CISSP) in technology auditing or having successfully completed the necessary work period and examination. 
• People management experience. 
• Excellent knowledge of banking infrastructure. 
• Sound knowledge and experience in the following: 
Telecommunications (router, switches, proxies and voice services) 
Security (firewalls, IDS-network/host based, vulnerability scanning, penetration testing and cryptography) 
End User and Mobile services (Windows XP, Mobile devices such as PDAs and Blackberry, External Storage devices) 
Platforms (UNIX, Intel, VMware, SAN/NAS, Databases) 
• The ability to access the design of banking technology environments. 
• Effective verbal and written communication skills. 
• COBIT, ITIL, ISO and Audit Methodology. 

Location of Position(s) : 
Toronto
