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Have You Hear ?




We Were Forewarned

Spearphishing Attacks by Date

SANS: Security Ignores the Two Biggest Cyber
Risks

Client-side application vulnerabilities and insecure web apps deserve more
attention than operating systems bugs, says new research from SANS Institute

» Comments
By Joan Goodchild, Senior Editor

September 15,2009 — CS0 —

Two major cyber risks dwarf all others, but organizations are failing to invat in the proper tools to mitigate them,
Lhouclnu Illoledd to focus security attention on lower risk areas, accor” mommd wnlomnnd Ton e

SANS nstire Spear- PhISthng Attacks Out

The research, which draws upon data collected from March to August
claims companies give insufficient attention to today's risks and put th

maintain the status quo with an e{r[;iinduu‘ur'l npwrahgg system patchn Of C h I na Ta rg eted Sou rce

Attack data for this research w

vulnerahility data waseeWelied via Qualys' s-:annir‘x;;:érl.-'icesz. C Od e ’ I n te I I eC t u a I P ro pe rty

Alsggs€e [/ Reasons Websites Are No Longer Safe

. T £ (PPN

Attackers used intelligence, custom malware to access
The most surprising conclusion may he that client-side application so
threat to network security as opposed operating system vulnerabilities Google Adobe, and other U.S. companles systems

comes to patching. SANS claims many spear-phishing attacks exploi
programs such as Adohe PDF Reader, QuickTime, Adobe Flash andt Jan 13, 2010 | 04:12 PM

3 is currently the primary initial infection vector used to compromis By Kelly Jackson Higgins
the repistates DarkReading

The wave of targeted attacks from China on Google, Adobe, and more than 20
other U.S. companies, which has led the search giant to consider closing its
doors in China and no longer censar search results there, began with end
users atthe victim organizations getting duped by convincing spear-phishing
messages with poisoned attachments.




Wh a't | Boil | s

A Mining publicly available information
A Executing a spear phish

A Pushing malware to the victim machines

I Advanced
ABypasses Anti-Spam/Anti-Phishing/Anti-Virus

ADifficult to detect (little to no footprintin the file
system)

I Persistent

ADynamically evolves (Polymorphic)




Mining Publicly Available Information
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Did You See This?

; Records Say Chinese Gymnasts May Be Under Age - HY Times.com - Mic rosoft Internet Explorer

File Edit Wiew Fawvorites Tools Help l?
Qe - O [ Bl o & - o = B M e & 3
.’-Ej http: ffvwwew . nytimes. com f2008/07 (27 fsportsfolympics f2Fgymnasts. hitml ? _r =4&hp==8&adxnnl= 1&oref=slogin &pagewanted =print&adxnnbc=| » a Go = EE delico.us - TAG
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Records Say Chinese Gyvmnasts May Be Under Age

By JERE LONGMAN and JULIET MACUR

China named its Olympic women’s gyvmnastics team on Friday, and the inclusion of at least two athletes has further raised questions,
widespread in the sport, about whether the host nation for the Beijing Games is using under-age competitors.

Chinese officials responded immediately, providing The New York Times with copies of passports indicating that both athletes in
question — He Kexin, a gold-medal favorite in the unewven parallel bars, and Jiang Yuyuan — are 16, the minimum age for Olympic
eligibility since 1997.

Officials with the International Gymnastics Federation said that gquestions ab
reports, USA Gymnastics and fans of the sport, but that Chinese authorities

Online records listing Chinese gymnasts and their ages that were posted on o
Chinese news media, howewver, seem to contradict the passport information, i
vears below the Olympic limit.

Mary Lou Retton, the Olympic all-around gyvmnastics champion at the 1984
He and other Chinese gyvmnasts on the uneven bars.

“The girls are so little, so yvoung,” Retton said. Speaking of He, Retton rolled
don’t know.”
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What Did Stryde Hax Do?

Google Search -
“site:cn filetype:xlsl 9 9 47

Search chinese websites
Look for He K @ X hamé S
In an excel spreadsheet

1.

2.

3.

4. That contains the string 1994 (assumed year
of birth)




T he

Res ul

http://www.sport.gov.cn/files/jts/reg20

06/zctc.xls
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View as HTML
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What about Baidu?
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What about Baidu?

A New one discovered by Baidu is missing as
well

A What about the cache?




L 5 Digg - Stryde Hax: Hack the Olympics! - Mozilla Firefox

Fle  Edit View History Delidous Bookmarks Tools

@ fﬁ : % - http://digg. com/alympics[Stryde_Hax_Hack_the_Olympics

All  Technology ~ World & Business ~ Science ¥ Gaming ~ Lifestyle ¥ Entertainment ¥ Sports Offbeat ~

Popular Upcoming X8 Al News  Videos Images Podcasts | ¥ Customize % slashdot | Hacker Uncaovers Chinese Olympic Fraud - Mazilla Firefox

i

File Edit Wiew History Delid Bookmarks  Tools

@ . ‘@ : '-:; - F A http:mrro.slashdot.orgfyrofﬂstBIZDH__J

Core2 (LT TR
Do

Do Mere

All » Sports » Olympics
m NEWS FOR NERDS. STUFF THAT MATTERS.
2967
diggs m— There's been some widely publicized controversy regarding the competition age of the Chinese women's b LogIn | Create Account | Help | Subscribe | Firehose
gymnastics team recently. | have an Internet connection, that means | should be able to verify the age of the gymnasts in quest
with primary state-issued documents and find out far myself if someone's cheating, right? Right. Let's go to wark
¥ Sections,
& &) Baidu cache offers more evidence of underage Chinese gymnasts - Mozilla Firefox = ] E Hacker
Edit Wew Higtory Delidous Bookmarks Tools Help y T
Posted by CmdrTaco on Wednesday August 20, @09:48AM
@ : % —' http: /arstechnica.com/news. ars fpostiy] @ from the that's-a-helluva-home-court-advantage dept.
expand all only mine y ~ Sk i o
Y - eptOlympics writes
— ars) v ars technica . _ _
B nee ¥ the art of technology A new chapter in the ongoing contraversy
on 0819/2008 . . B E
Main  BusinessIT  Apple  Gaming  Hardware  Gear & Gadged surrounding China's women's gymnastics team
opened today, as search engine hacker
g B Report indicates awb mulling fts options = Effici stryde.hax found sunviving copies of official registration
provided by Hini-Note beware: Gigabyte releases 9 Tablet... documents issued by China's General Administration of

ServerCentral undefined

Sport of China. The incriminating documents, expunged
by censors from the official site and from Google's
document cache, still appear in the document

hitp://clk atdmt com/goframe./500) DLTo She News Deck translation cache of Chinese search giant Baidu, here

Baidu cache offers more evidence of underage Chinese gymnasts (1) and here [2). showing the age of one of China's gold
By Joel Hruska | Published: August 20, 2008 - 01:05PM CT medal winning gymnasts to be 14 instead of 16, the

minimum age for competition presented on her

) ) \ government-issued passport. Now that official
Olympic Games since they began is the age of several of China's . ] . i
" government documentation is available, how long will

& News Articles Guides Journals

One of the controversies that's been swirling around the Chinese

gymnasts. According to Chinese officials (and, of course, official
passports and ID cards), both He Kexin and Jiang Yuyuan are 16,
and therefore old enough to compete in the Qlympic Games.
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mike z (Do Not Distur pe a
& mike z (Do Not Dist b) Skype™ Chat

@ Add People | 4 v Send v Do More \_) v Tools and Options []] ¥ Bookmark

Messages in this chat are older than 23 hours

mike z says: 8/21/2008 2:41:47 PM
YO

8/21/2008 2:41:48 PM
URGENT

8/21/2008 2:41:53 PM

no joke, web server is down
8/21/2008 2:42:21 PM

8/21/2008 2:42:27 PM
call me 201-916-4152

8/21/2008 2:44:53 PM

We're sorry.,
This Microsoft Office Live service is being updated and is not currently available. We apologize for
inconvenience, please check back soon to use this updated service.

Find: [Down ©) Find Next ) Find Previous []Match case

i) Emoticons g Videos JA SetFont

A v Online

[ |

& mike z




Then to worl d
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Friday Started at 5am

A 10C reopens investigation
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Where’s Wal do

http://twitter.com/schwarzenegger




Breakfast at the Capitol..
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How Do Phishers Use These Techniques

S&P | Indices > Altemative |...

€ C ff % http://mmw2_standardandpoors.com/portal/site/sp/en/us/page topic/indices_csmahp/0.0.000 » B~ &~

The McGraw-Hill Companies

United States | Change

STANDARD
&POOR’S

RESEARCH & KNOWLEDGE v ABOUT S&P v

PRODUCTS & SERVICES v

MY HOMEPAGE

Indices

S&P/Case-Shiller Home Price Indices

Data Overview IndexNews Research

- Home Price Values + U.S. National Values « Condominium Values
Sale Pair Counts » Tiered Price Indices (ey Housing Indicators =

+ Historical Home Price Values

Home Price Values

January (published Mar. 31)
(published Feb. 24)
(published Jan. 27)
(published Dec. 30)

3 (published Nov. 25)
(published Oct. 28)

008 (published Sep. 30)
(published Aug. 26)
(published July 29)

April 2008 (published June 24)
March (published May 27)
February 2008 (published Apr. 29)
(published Mar. 25)
(published Feb. 26)
07 (published Jan. 29)
7 (published Dec. 26)
)07 (published Nov. 27)

Septembe

Seasonally Adjusted Home Price Values
3(published Mar. 31)
8(published Feb. 24)
(published Jan. 27)
(published Dec. 30)

8 (published Nov. 25)

The S&P/Case-Shiller Home Price Indices are calculated monthly using a three-month moving average

and published with a two month lag. [_] ™
New index levels are released at 9am EST on the last Tuesday of every month. - -
FEEDBACK [ 1 2
n |] Is Me.com




CSHomePrice_History 033114 (1).xIs [Compatibility Mode] - Microsoft Excel
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1 |Date AZ-Phoenix CA-Los Angeles CA-San Diego CA-San Francisco CO-Denver DC-Washington FL-Miami FL-Tampa GA-Atlanta IL-Chicago
2 PHXR LXXR SDXR SFXR DNXR WDXR MIXR TPXR ATXR CHXR
3 |January 1987 59.33 54 67 46.61 50.20 64.11 68.50 77.33 53.55
4 |February 1987 59.65 54.89 46.87 49.96 64.77 68.76 77.93 54.64
5 |March 1987 59.99 55.16 47.32 50.15 65.71 69.23 77.76 54.80
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Sean Clarke at The McGraw-Hill Companies, Inc.

Sean Clarke’s Co-workers at The McGrav

Sashikanth Geddada
William Goodstein
Guadalupe Chacon-Florez

Patricia Major

Panfilo Dailo




= Back » more info
Sean Clarke
Assistant

+1.212.904.3942
sean clarke@mcgraw-hill.com

The McGraw-Hill Companies, Inc.

1221 Avenue of the Americas
New York, NY 10020-1001
USA
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What 0s Next

From: Major, Patricia ( patricia_major@mcgraw - hill.com )
To: Clarke, Sean

Subject: Case - Schiller Report Error

Urgency: High

Sean,

| noticed an anomaly in cell C11 in your home price
history  xlIs . Please find attached a modified version
that reflects the corrected value. The update is based
on the numbers found on the San Diego Realtors

Association website ( http://sd.realtor -
assoc.mydatal?23.com/1987/homeprices.chm )

Hope this helps,

Trish


mailto:patricia_major@mcgraw-hill.com
mailto:patricia_major@mcgraw-hill.com
mailto:patricia_major@mcgraw-hill.com
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http://sd.realtor-assoc.mydata123.com/1987/homeprices.chm
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EMAIL RESPONSES
Scenario (1): IT Password Survey

Entered Data, 26% Clicked Link, 32%

Unread (no response), 42%




c.and withi n a

RESPONSES OVER TIME
Scenario (1): IT Password Survey

1.2K

960

720

480

Users

240

13:00 14:00 15:00 16:00
Date

a Clicked Link s Entered Data




How Does It Work?

Fear




Now Fasten You



Bad Cocktall

Phishing
+

Application Hacks




Phi sh N’ ScCr

(Gormrren one- A C.harte.r One Bank (Citizens
Financial Group)

I March 2005

Dear waued Charter® One member,

Due to concerns, for the safety and ntegrity of the onfine bankin
MESTaEE.

It bt coma bo cur attention that your Charber® One atcount inl
continung commitment to profect wour ccount and BO reduce th
pleass take 510 minwtes out of wour onling expersnce and renew

ettt vt . e ea—— https://www.charterone.com/
re e ooy s o et v pf/?ygtkt=%61%53%33%87
o cotrmyoue bk st recoxs sk e %64%38%80%87%76%23%6
67%59%44%95%16%287%88%
T s e saaeiaiitiadinacts



Flashy Phish

A Flash Objects can perform their own redirects.

A“eBay-r Edasbct scam”
| Reported in Aug 2007

| Attacker creates legitimate auction page but
pl aces mali cious f 1l ash

I When another eBay user views their page, they
are redirected to a cloned malicious site which ask
them to login




Next Level: CSRF->DNS->Phish

AThis attack as b-byen ¢
pharming” and seen 1 n t he
targeting Mexican banking sites

A Complex Attack in 3 Steps

I 1) Use a CSRF attack against home router to

reconfigure DNS settings
https://192.168.1.1/apply.cgi?submit_button=Sub
mit&action=Apply&block wan=1&block loopbacks=0&

dns1=6.6.6.6




Next Level: CSRF->DNS->Phish

A Complex Attack in 3 Steps (continued

I 2) Attacker hosts DNS
returns malicious DNS responses for known
banking sites.

I 3) Malicious response point to fake cloned site.
The URL matches the legitimate site, however DNS
gave out the wrong IP address

A Attacker can just wait for victim to surf to their
trusted site, or send an email with a real link

~phiShme’com



Conclusion




Rohyt Belani, CEO Intrepidus Group
Rohyt.Belani@IntrepidusGroup.com



