
APT: Nip It In The Bud



Have You Heard of APT?



We Were Forewarned



What It Boils Down To…

ÅMining publicly available information

ÅExecuting a spear phish

ÅPushing malware to the victim machines

ïAdvanced

ÅBypasses Anti-Spam/Anti-Phishing/Anti-Virus

ÅDifficult to detect (little to no footprint in the file 
system)

ïPersistent

ÅDynamically evolves (Polymorphic) 



Mining Publicly Available Information



Did You See This?



What Did Stryde Hax Do?

Google Search -

“site:cn filetype:xls 1994”

1. Search chinese websites

2. Look for He Kexin’sname

3. In an excel spreadsheet

4. That contains the string 1994 (assumed year 
of birth)



The Result…

http://www.sport.gov.cn/files/jts/reg20

06/zctc.xls 



Let’s open the file…



View as HTML

No He Kexin still …



What about Baidu?



What about Baidu?

ÅNew one discovered by Baidu is missing as 
well

ÅWhat about the cache?



Wednesday



Thursday….



Then to world news…



Friday Started at 5am

ÅIOC reopens investigation



Where’s Waldo..err Arnold

http://twitter.com/schwarzenegger  



Breakfast at the Capitol..



How Do Phishers Use These Techniques













Whatõs Next?
From: Major, Patricia ( patricia_major@mcgraw - hill.com )

To: Clarke, Sean

Subject: Case - Schiller Report Error

Urgency: High

Sean,

I noticed an anomaly in cell C11 in your home price 

history xls . Please find attached a modified version 

that reflects the corrected value. The update is based 

on the numbers found on the San Diego Realtors 

Association website ( http://sd.realtor -

assoc.mydata123.com/1987/homeprices.chm )

Hope this helps,

Trish
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This will work…58% of the time



…and within a few minutes



How Does It Work?

Fear Greed



Now Fasten Your Seatbelts…



Bad Cocktail

Phishing 

+ 

Application Hacks
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Phish N’ Scripts

ÅCharter One Bank (Citizens 
Financial Group)

ïMarch 2005 

https://www.charterone.com/
pf/?ygtkt=%61%53%33%87
%64%38%80%87%76%23%6
6%59%44%95%16%28%88%
12%19%85%91%20...



Flashy Phish

ÅFlash Objects can perform their own redirects.

Å“eBay Flash-redirect scam”

ïReported in Aug 2007

ïAttacker creates legitimate auction page but 
places malicious flash “SWF” file in description

ïWhen another eBay user views their page, they 
are redirected to a cloned malicious site which ask 
them to login



Next Level: CSRF->DNS->Phish

ÅThis attack as been described at “drive-by 
pharming” and seen in the wild in Jan 2008 
targeting Mexican banking sites

ÅComplex Attack in 3 Steps

ï1)  Use a CSRF attack against home router to 
reconfigure DNS settings
https://192.168.1.1/apply.cgi?submit_button=Sub

mit&action=Apply&block_wan=1&block_loopbacks=0&

dns1=6.6.6.6



Next Level: CSRF->DNS->Phish

ÅComplex Attack in 3 Steps (continued
ï2)  Attacker hosts DNS server at “6.6.6.6” and 

returns malicious DNS responses for known 
banking sites.

ï3) Malicious response point to fake cloned site. 
The URL matches the legitimate site, however DNS 
gave out the wrong IP address

ÅAttacker can just wait for victim to surf to their 
trusted site, or send an email with a real link



Conclusion
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