How Secure Is Your Data? — Let’s talk Layer 7
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Reality Check

The Threat Landscape Has Changed
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Today’s Threat Landscape

Threats have changed...

Script Kiddies and

“Digital Graffiti” artists, Security Spend
Backdoors in open source / = Anti-virus
Nimda

e = Firewall/VPN
Code Red Klez . .
Anna Kournikova = Content Filtering

‘ = IDS/IPS

2012

Cyber Espionage, Organized - Security Spend
Criminals, Hactivists / = Anti-virus

we = Firewall/VPN
APT Mobile phone attacks « Secure Email/Web
Targeted attacks

L = |PS
232 million identities stolen ‘

...Security spending hasn’t

2001

p—

Sources: Gartner, Imperva analysis
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Cyber Attacks Are Getting Worse
Illl'Illllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

2012: the worst year on record for data breaches
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Source: DataLossDB.org
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Who'’s Doing It and Why

Governments

- Stealing Intellectual Property (IP) and raw data, and spying
- Motivated by: Policy, Politics and Nationalism

Industrialized hackers

- Stealing IP and data
- Motivated by: Profit

Hacktivists

- Exposing IP and data, and compromising the infrastructure
- Motivated by: Political causes, ideology, personal agendas
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Hackers Today Focus on Data and Applications

—
HTML

Injection
9%

Brute-force

11% DoS/DDoS

19%

SQL Injection
19%

Source: Imperva. September 2011-September 2012. Sample size was 439,587 total threads.
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Where Do They Attack?

Desktop Multimillion
and the dollar

user datacenter
Not well Both access Well
protected the same data protected
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v
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Recent Attacker Targets....

Yahoo Voice = Church of Scientology

Linked In = Muslim Brotherhood @
Last.fm = Zappos.com )
Formspring = MilitarySingles.com '- SECURITY PBS
eHarmony = Amazon ; Nfl“l‘\ﬁ

US Department of Justice = Austria Federal Chancellor AR Cltlgroup

US Copyright Office * HBGary Federal TG

FBI = Mexican Interior Ministry NORTHROP GRUMMAN
MPAA

Warner B . .

RIAA 1. How many of these organizations have AV, IPS

il and Next Generations Firewalls?

SOHH

ggiﬁeoﬁl 2. Why are the attacks successful when these

IILEL  technologies claim to prevent them?

Egyptian GovE C Payr

Itau = MasterCard
Banco de Brazil = Visa ‘B
US Senate

Caixa NI SONY
acer
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Industrialization Of Hacking And Automation
—

Roles Optimization Automation

Researching Vulnerabilities Direct Value —i.e. IP, PII, Growing Botnets and

CCN Exploiting Vulnerabilities
Command & Control Selecting Targets via Search
Malware Distribution Engines

Phishing & spam Templates & Kits
DDoS Centralized Management

Service Model

Developing Exploits
Growing Botnets
Exploiting Targets

Consuming
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Automation Is Prevailing
—

In a hacker forum, it was boasted that one hacker had found 5012 websites
vulnerable to SQLIi through automation tools

Note: 5012 SQL Injectable Websites
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Distributed Denial Of Service (DDoS) Threats

DDoS Statistics

» 74% of organizations received a
DDoS attack in past year?

« 31% of attacked organizations
suffered service disruption?

Most DDoS attacks are launched by
botnets, because of scale

 Toolkits automate DDoS attacks
e Botnets for rent from $50 - $2K

1 by Janlzary
SOF 1

DDoS Attack Tool

1"The Trends and Changing Landscape of DDoS Threats and Protection,” Forrester Research
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Application DDoS
—

= Less expensive for hackers because it requires fewer
host machines

= Traditional network security cannot block app DDoS

= Common app DDoS attack: exhausting the victim’'s Web
server concurrent requests pool

= App DDoS Tools

= RAILgun
e RAI Lgun RAILgun
Get Proxies Target host: | www.example.com
°
SIOWHTTPteSt Check Proxies Port: 80
FIRE! Threads: |256
Number of Proxies Loaded: 50 -
Firing: NO Attack Type Post
Dead yet: NO Post Form: |post.php
Post Var: |p05t'urar=|
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Web Fraud Costs Businesses Millions

= Fraudulent payment transactions
» Chargeback fees

= New account fraud
» Chargeback fees due to ID theft ,
e Bots email or post spam =

= Account login fraud |

» Logins with stolen credentials
erodes brand

= Man-in-the-Browser attacks

flwindd
=p&&!
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Fraud Malware
—

111,111

Number of unique strains of malware deployed per day

10,000

Malicious new domains deployed per day

50%

Percent of malware designed to compromise credentials

Source: Aite Group
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Online Fraud And Malware Are
Greatest Threat

Top Concerns Reported by Financial Institutions

@crqmemalware

CPP

Check fraud
Social engineering &
Insider S

Family friendly &

Source: Aite Group interviews with 32 North American Fls
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Insider Threat Defined

‘ )
U Insider Threat J )

Someone who has trust and access and acquires
Intellectual property and/or data in excess of
acceptable business requirements.

They do so:

« Maliciously

« Accidentally

e By being compromised
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Employee Attitudes Towards Data

= 70% of employees

plan to take

something with them
when they leave the
job
* Intellectual Property:

27%
e Customer data: 17%

= OQver 50% feel they
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Human nature at work?
—

= 70% of Chinese admit to
accessing information they
shouldn’t

= 62% took data when they left
= 56% admit internal hacking
= 36% feel they own it

-] L
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Compromised Insider Defined

L_/ {Compromised Insider }

A 3" party who gains access and acquires
Intellectual property and/or data in excess via
client infection. The client, often employees In
government, military or private industry, are
unknowing accomplices and have no
malicious motivation.
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With Social Networks, Smart Bombing Is Not

Hard

. A
Llnl(ed IN = Account Type: Basic | Uparade

Find People | Advanced People Search = Reference Search  Saved Searches

Keywords: Title: [pgp

First Name: Current [=]

Company: gank of America

C!Jrr&nt El

Last Name:

Location: | | ocated in or near: [~]

Add Conne

Premium Search

Find the right people i
half the time

anall

School: p i S h
y remium >earc
Country: | ynited Kingdom [] Tools:
Premium fiters
Postal Code: *
Lockup » Automatic search aler)
# Full profile access
50 mi (&0 km)
Upgrade
=3
or Learn more
Industries: |[[7] All Industries - Seniority Level: All Seniority

20 © 2013 Imperva, Inc. All rights reserved. @ mm



With Social Networks, Smart Bombing Is Not

Hard

e . A "
1N = Account Type: Basic| Upa _ Add Conr

ofile  Contacts People =

24 results Sort by: Relevance = View: Expanded ~ &R Save

(3rd)

SQL DBA at BP W
London, United Kingdom - Information Technology and

Senices

117 connections Premium Search

Saved Searches »
o Reference Search =

I SQL DBA at Bank of America Merrill . more i
;1 SQL Sybase Team Leader at DataCom ... more

SQL Server Elite - City Infrastructure... more
Similar

e aaal ¥
| .Sybase DBA at Bank of America = Premi.um Search T
51| =a e a3 el =L 3 i +:fromiln dllers

erica 7 ¢ Automatic search ale
El « Full profie access
# it Sybase DBA at Bank of America, ybase ... more
Sybase DBA at UBS. Sybase DBA at . more Upgrade
s Sybase DBA
Similar or Learn more
— =] LinkedIn lvlgmber .
Database Administrator at Merrill Lynch W Ev
Reading, United Kingdom - Banking
b2 =] 31 connections
" DBA at Bank of America, Database ... more
-1 DBA at Centrica
Lookup
Oracle DBA at Bank of America W =~
i-AbaRs—tatestaRgeem——isermation Technology and
450 connections + 2 recommendations
ent. Oracle DBA at Bank of America
I Oracle DBA at Credit Suisse Bank. .. more
sroups: Global Oracle Contractors Metwork - more
din Members = Similar
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Industrialized Approach

Specialized Frameworks and Hacking tools such as BlackHole 2.0
and others, allow easy setup for Host Hijacking and Phishing.

# .sset

8888888888 H880888 8888888888

. § 8888 8 8888

u u 5 3 ilile )
? ‘8 5 8888

. S 2 8686008868800 8888

. A 8888 8888

8668 8868
8888 8888
‘8b 8888 8888

For $700: 3 month license for BlackHole available online.

The Social-Engineer Toolkit (SET)
I ' Uritten by: David Kennedy (ReLiK)
n C u eS Su Ort Development Team: Thomas Werth
- Version: 1.3.5
Codename: "Artillery Edition’
Report bugs to: davek@social-engineer.oryg
Follow me on Twitter: dave relik
Homepage: http: - www.secmaniac.comn
Framework: http://uuwu.social-engineer.ory

P > ISGi ihed? i .
O Black hole SIATISTICS  THREADS  FILIS  SOFTVIRSIOMS  SICURITY  PROVERINOLS :/Social-Engineer Toalkit (SET). \Your one
+ all of your social-engineering needs..

| Sep30-0ct02 — http: . uww.derbycon.con

henu
Beown
g Attack Uectors
Vectors
:dia Generator
load and Listener
E s ExELos ittack
s Fres (D Attack Uector
Attack Vector
B ik i :ss Point Attack Uector
fodules
[ esdre ] TS stasploit Framework
hcial-Engineer Toolkit
5, and About

ial-Engineer Toolkit

TRIES,

THAPFIC L Liriqus traffc

4

ooy

e

Fes

THAPFIC L Liriqus traffc
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Putting Things in Perspective

“Less than 1% of your
employees may be
~. malicious Insiders, but
4 = 100% of your employees
< have the potential to be
compromised insiders.”

Source: http://edocumentsciences.com/defend-against-compromised-insiders
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Security Is like onions and ogres...
—

B ...It has layers.

But today’s threats require
new layers of security!
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—

Anatomy of an Attack

South Carolina Department of Revenue
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Don’t Be the Next Headline

Report: Hacker breached SC database |
2 ways

Marshall Hedlman of Mandiant said the attacker tricked a user in the

Department of Revenue's system into opening a file that then
allowed the hacker to access the system, according to a report =
Wednesday from the Post and Courier of Charleston

(htl:p / ,.'“bit lv/PXPebX ).

South Carolina hired Mandiant last month after learning that more ' =

3 e T el
than 3.6 million tax returns going back as far as 1998 had been r
L
improperlv accessed on a Department of Eevenue server. Officials i
later said that about 657,000 business returns were also hacked,
and Revenue officials told the State newspaper (http://bit.ly/QnIN P Sy £

] that the number of hacked returns had risen to 3.8 y | G AT EERNA RS -
Mg,’ A e, , Sttt

Jim Etter, director of the Department of Eevenue, told state

INSERT ID THEFT VICTIMS NAME HERE

senators in a hearing last month that about 250 emplovees had

credentials to access the database. Nearly 700,000 people have == T R e

signed up for free credit monitoring because of the hacking incident. o
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Timeline of the Attack

Report: Hacker breached SC database; Records lost: 4M

— 0
2 ways f Population: 5M 80%

Targeted, efficient, undetected

© O ®C

Attacker steals Attacker logs in Additional
login credentials remotely and reconnaissance, Attacker steals the
via phishing email accesses the more credentials entire database
& malware database stolen
13-Aug-12 27-Aug-12 29-Aug-12 - 12-Sept-12 -
11-Sept-12 14-Sept-12

- L
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What's the BIll?
—

= $500k — Mandiant’s services

= $12M — Experian credit monitoring
for citizens

= $800k — Improved security
monitoring

= $100k — External legal fees
= $150k — PR campaign to restore

Image
= $750k — Cost to notify out-of-state
taxpayers

= =$14.3M TOTAL
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How Did This Happen?

Problem: Most organizations chase the
mice and don’t focus enough on
protecting the cheese.

* Much of security budgets spent on:
« NG-FW, IPS/IDS
« Virus prevention

* Front-line/end-user defenses must be
100% accurate, since if only 1 mouse
gets past them the cheese is gone.

- L
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—

Defending Yourself
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‘raditional Security Doesn’t Stop
‘oday’s Threats

 Router ACLs
What helped * Network Firewalls
get us  IDS and IPS
secure P VPINS
* Anti-Virus

SQL Injection

(XSS) Cross-site Scripting
Remote File Inclusion
Cross-site Request Forgery
Business Logic Attacks
Fraud Malware

IS not

keeping us
secure
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Wwhy Haven’t We Solved This Problem?
Illlll'Illllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

Threat Spend
100%
80% In 2012, 94% of all Yet well over 95%
data breached was of the $27 billion
60% from servers such spent on security
as Web and prodgcts that do
40% database servers? not directly
address data
/2
20% security
0%

1 2012 Data Breach Investigations Report (Verizon RISK Team in conjunction with the US Secret Service & Dutch High Tech Crime Unit)
2 Worldwide Security Products 2011-2014 Forecast (IDC - February 2011)

- L
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How to Stop Hacktivism, Fraud, DDoS

Dynamic Profiling

Attack Signatures
Technical Attack

HTTP Protocol Validation Protection

Cookie Protection

IP Reputation

Anti-Scraping Policies Business Logic

Attack Protection

Bot Mitigation Policies

IP Geolocation -~ _
‘& Fraud Prevention
Web Fraud Detection

B
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IPS & NG Firewall Web Security Features
—

Attack Signatures

Technical Attack

High rate of false positives and negatives
because of lack of app awareness

Easy for hackers to evade

Cannot stop custom attacks, most automated )gic
attacks, L7 DDoS or Web fraud ction

F

B
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Understand Data and What Users Do With It

B |dentify and remediate compromised devices

- L
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What's the Lesson?

Threats have evolved — so should your

Business
Security

security portfolio!
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Thank You

Doug Smith, Region Sales Mgr Canada
doug.smith@imperva.com
416.800.7644
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